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How to secure machine intelligence? 
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The evolving Trust in 

AI landscape
Where are we after 3 years of investing?

EVENT 22.10.26

Nermina Ek – Investment Director DNV Ventures
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OUR STARTING POINT

For AI to scale, it needs to be trusted.

I NV ES T M EN T  T H E SI S
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AI are risks that can be priced turning into investable start-ups
Technical lifecycle, cross-cutting controls and emerging autonomous AI risks

TRUST LAYER

DISCIPLINE
GOVERNANCE SECURITY COMPLIANCE RISK MANAGEMENT ASSURANCE

AI SECURITY 

LAYER
Protects AI data, models, infrastructure, identities, tools and autonomous actions across the 
lifecycle

DATA & CONTEXT MODEL SECURITY DEPLOYMENT IDENTITY & TOOLS RUNTIME CONTROL

1 DATA

K EY R I SK S  |   N EW  A GEN T  

R I SK S

Quality & b ias

Pr ivacy & data leakage

Data / context poisoning  NEW

Memory poisoning  NEW

2 MODEL

DEVELOPMENT

K EY R I SK S  |   N EW  A GEN T  

R I SK S

Harmful outputs

Adversaria l a ttacks

Limi ted explainability

Goal & instruction hi jacking  NEW

3 PRODUCTION &

DEPLOYMENT

K EY R I SK S  |   N EW  A GEN T  

R I SK S

Misconfiguration

Sensitive-data exposure

Supply-chain risk

Insecure tools & connectors  NEW

4 AI MANAGEMENT

& OPERATIONS

K EY R I SK S  |   N EW  A GEN T  

R I SK S

Unauthorised access or misuse

Change & model control

Agent privilege abuse  NEW

Excessive agency & tool misuse  NEW

5 MONITORING &

PERFORMANCE

K EY R I SK S  |   N EW  A GEN T  

R I SK S

Drift & degradation

Harm detection

Incident response

Unintended behavior NEW

BUSINESS FOUNDATION Business outcome  •  People  •  Process  •  Technology  •  Continuous feedback and improvement
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OUR OBSERVATION 2024-2026

Trust in AI has moved from

interesting to important

Source: McKinsey, The state of AI 2025. Survey of 1,993 respondents across 105 countries.

39%
of respondents report AI impact on

enterprise-level EBIT

Nearly two-thirds

had not yet begun scaling AI

across the enterprise
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FINDING

80% of surveyed executives said AI-related incident 

reached their board or C-suite in the past year

I BM  S TU D Y :  3 2 0 0  SE NI O R EX EU T I VES  

7

Source: IBM Study: Eight in Ten EMEA Enterprises Escalate AI Incidents to Board or C-Suite as AI Agents Test Governance.

https://newsroom.ibm.com/2026-10-14-ibm-study-eight-in-ten-emea-enterprises-escalate-ai-incidents-to-board-or-c-suite-as-ai-agents-test-governance
https://newsroom.ibm.com/2026-10-14-ibm-study-eight-in-ten-emea-enterprises-escalate-ai-incidents-to-board-or-c-suite-as-ai-agents-test-governance
https://newsroom.ibm.com/2026-10-14-ibm-study-eight-in-ten-emea-enterprises-escalate-ai-incidents-to-board-or-c-suite-as-ai-agents-test-governance
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Trust in AI landscape: 2024 vs 2026

Company counts and disclosed capital raised across the mapped landscape.

Companies in the mapped landscape Disclosed capital raised

Category distribution

2024

275

2026

704
2.6x 

Increase

2024

$5.7bn

2026

$19.1bn
3.4x 

increase

2024

2026

275

704

AI Security 24 → 388 Trusted Data 66 → 120

AI Governance 65 → 68 Trustworthy Models 64 → 65

Management & Monitoring 24 → 31 Production & Deployment 32 → 32

Source: TrustInAi fund: combined 2024–2026..

Mapped-landscape capital is cumulative, not raised during 2024–2026. Cross-sheet category reconciliation remains pending.

Largest subcategories by dataset

2024 2026

Governance Platforms 37

Synthetic Data 33

Development 28

Fairness 28

Reliability 26

Runtime Protection 172

Testing 125

LLM Security 91

Data Governance 74

Governance Platforms 39

Bars scaled separately within each dataset.

AI Security share  8.7%  →  55.1%

1

$344bn+

AI companies YTD
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AI Security in 2026

Companies by country (top 5)

United States 209

Israel 93

United Kingdom 18

India 15

Canada 8

Capital raised by country (top 5)

Israel $4.19bn

United States $4.04bn

United Kingdom $0.26bn

China $0.21bn

Belgium $0.08bn

AI Security geographic reach

AI Security companies by subcategory

Runtime Protection 172

Testing 125

LLM Security 91

Share of AI Security landscape

Runtime Protection 44%   Testing 32%   LLM Security 23%

Change from 2024 to 2026

2026 388

2024 24

364 additional companies, 16.2 times the 2024 count

Selected AI Security investors

Source: TrustInAi updated workbook, Data combined 2024–2026. Capital is cumulative.

Comparison uses combined-sheet categories for both cohorts. Cross-sheet reconciliation remains pending.

Y Combinator 17

Felicis Ventures 9

Accel 8

Cyberstarts 8

Sequoia Capital 7

388
Companies

$9.09bn
Disclosed capital raised

3

Green: disclosed country information
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AI adoption is outrunning adoption of security controls
The bottleneck is not only technology. It is architecture, ownership and operating capability.

AI CAPABILITY Fast Models, copilots and agents improve rapidly

ENTERPRISE ADOPTION Scaling Use cases move from pilots into workflows

TRUST TECHNOLOGY Catching up Security, governance and assurance expand

OPERATING MODEL Lagging Skills, accountability and architecture remain fragmented in many organisations

Investment implication: value accrues to platforms that integrate into enterprise workflows.

10
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The biggest trend in 2025–2026: securing autonomous AI
The market is shifting from governing employee use to controlling machine action. The control point moves closer to the autonomous system itself.

WAVE 1

Secure interactions 
with AI

Browser, proxy and data controls

External interaction

WAVE 2

Secure the actions of AI

Runtime, identity and tool controls

Agents as internal actors

PREDICTION 

WAVE 3: 2027-

Assure AI 

Testing, audit, proof of control and independent 

evidence

Trust at scale

The security question changes from “what can compromise the interaction?” to “what can the AI itself compromise?”

11
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Looking ahead: our investment lens
The market grows with capability, but durable value depends on control points and evidence.

MARKET

More builders enter as AI deployment 
expands

More capital flows into underfunded AI 
Trust

AI Trust becomes embedded 
infrastructure

COMPETIT ION

Frontier AI trust is concentrated among a 

small number of specialists

Not a winner takes it all market, 
Consolidation increased  

Generic software advantages compress. 
Favor research that can be productized

12
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3 messages to take away

01 Trust is essential for AI adoption at scale

03 AI security now dominates the expanding Trust in AI landscape

02 AI Trust remains underfunded relative to the broader AI market, offering strong investment opportunities

13
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Assurance is the accelerator
Why trust unlocks AI in critical industries

Marius Hobbhahn
CEO and Founder
marius@apolloresearch.ai
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WHO WE ARE

Apollo Research

“Apollo has done outstanding work in this anti-scheming 

collaboration, and I am deeply grateful for their contributions. 

Beyond their technical excellence, I've consistently found them to be 

humble, trustworthy, and exceptionally hard-working.”

Wojciech Zaremba

Co-founder, OpenAI

“Understanding deception and scheming in frontier models is 

essential for AI safety. Apollo Research's work delivers insights the 

field urgently needs.”

Yoshua Bengio

Turing Award laureate · World’s most-cited computer scientist

Research & evaluations

• Work with OpenAI, Anthropic, Google, Meta and other labs; on 

the published system cards of nearly every frontier model.

• Leading researchers on AI agent deception & scheming

• Pre-deployment evaluations and research collaborations with 

the frontier labs. → soon embedded evaluations

AI agent security

• Dedicated monitoring research team, with frontier experience in 

AI monitoring and control

• Run red-teaming campaigns on the monitors at top labs, e.g. 

auto-mode for Claude Code, auto-review for Codex

• Establishing agent security in enterprises where Hugging Face 

style incidents have severe consequences
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WHO WE ARE

Apollo Research

Very heavy AI users ourselves

● ~500B tokens spent per month with ~30 technical staff

● Heavy-users spend >$500 / day on AI

● Cost of AI labor is approaching cost of human labor

By profession, we’re paranoid about agents

● Heavily invest in agent security & control

● Security is key to our lab relationships

● Critical risks if models incentivised to scheme actually escape sandboxes (e.g., 

bringing down critical infrastructure
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Future of work & AI
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Roadmap for AI agents
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Where can we defend against agents?

Provider level

1. During model development

2. Pre-model deployment

User level:

1. Guardrails for agents

2. Enterprise security

Apollo works on all four layers of defense
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Frontier AI alignment
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A brief biased history of deception

● Insider trading paper (Apollo, 2023)

○ Model consistently lies without ever being told to do so

● In-context scheming paper (Apollo, 2024)

○ Models deceive for a goal provided in context

● Alignment-faking paper (Anthropic & Redwood, 2024)

○ Model fakes alignment to achieve a goal coming from training

● Anti-scheming (Apollo & OpenAI, 2025)

○ Training models not to deceive can work …

○ … but also has unintended side effects

○ Non-English chain-of-thought

● Reward-seeking (Apollo & OpenAI, 2026)
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Evaluation Awareness

● Models often know when they are being evaluated and what for

● Smarter models have better evaluation awareness

● The latest GPT-5.6 had a suspicious absence of eval awareness
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Non-English chain-of-thought

2025 2026
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AI agent safety



DNV ©

RISK

Agents are the greatest insider risk in your organization

01
Each agent has developer access and takes hundreds of actions 
per minute.

02
Engineering teams are running hundreds of coding agents across 
your codebase, infrastructure, and external endpoints. 

03 Security teams don’t know what’s happening.

“Evil Claude”

● Imagine next Tuesday 

morning a Genie swaps 

Claude’s weights for “Evil 

Claude”

● Evil Claude is identical in all 

aspects to current Claude, 

except it wants to ruin 

your organization

Question: How long would it 

take until your organization is 

over?

Thought experiment

04
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Misbehaviour is getting rarer. But the worst incidents get worse

● Recent system cards report visibly misaligned 

behaviour becoming rarer. It is tempting to 

read that as alignment improving

● Over the same period the worst incidents 

have become far more severe, e.g. OpenAI 

Hugging Face 

● A lower observed failure rate does not 

mean less underlying misalignment. 

○ Training against the failures you can see 

can teach a model to hide them, and 

oversight becomes less reliable as 

models grow more capable.

● Question that decides exposure is not how 

often agents misbehave, it is whether the 

total cost comes from many mild incidents 

or from rare severe ones

RESEARCH
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In our own traffic, the tail carries the cost

57% of estimated damage comes from the most expensive 

10% of transcripts

RESEARCH
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WHAT TO LOOK FOR

We study how coding agents fail

We reviewed 60,000+ real coding agent sessions and hundreds of public failure cases, and built a failure 

taxonomy of 50+ recurring failure modes across security, misalignment, and quality.

1 Security

• Data and IP exfiltration

• Credential and secret exposure

• Prompt injection

• Destructive commands

• Supply-chain and package risk

• …

2 Misalignment

• Deception and fabrication

• Oversight subversion

• Acting beyond user intent

• Scope overreach

• Unrequested changes

• …



DNV ©

Watcher
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Takeaways 
& Vision for Europe
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Takeaways

Facts

● AI is arriving fast and strongly accelerating work

● EU is currently behind US on AI adoption

Recommendations

● Don’t miss the AI wave (Don’t bet on horses in 1910)

● Control and security are paramount

○ Don’t wait for an incident before you act

○ You should always at least have full observability of your agents

Europe can lead in AI assurance, as in other safety critical industries
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Get in contact with reality!

Safety & deployment are an iterative process

Deploy

Deploy

Secure

Secure

Deploy

…
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www.apolloresearch.ai

marius@apolloresearch.ai

PANEL
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